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Hawke’s Bay Regional Council
Risk and Audit Committee

15 February 2024

Subject: Risk Maturity Refresh

Reason for report

1.

This paper provides the Risk and Audit Committee (RAC) with an update on the reset of the
approach to risk management within Hawke’s Bay Regional Council.

Executive Summary

2. HBRC s well advanced in adopting a different approach to risk management.

3. The purpose of the change in approach is to improve the quality of risk information and enable
a comprehensive understanding of the risk profile of HBRC to feed into executive and
governance discussion, planning, decision-making and monitoring.

4. The key concepts that underpin this approach are:

4.1. Defining risk in terms of HBRC's purpose, what success looks like, and the major areas of
uncertainty associated with this.

4.2. Single point accountabilities for each area of success/uncertainty (i.e. risk) at the ELT
level, with supporting business leads to develop and maintain the one-page management
plans for each area.

4.3. One-page management plans for each area to drive explicit action and decision-making.

4.4. Monthly sentiment surveys completed by the ELT to gauge the overall level of
confidence/concern (i.e. risk rating) associated with each area, and the consistency of
views across ELT.

4.5. The Enterprise Dashboard used by ELT, Council, and the Risk & Assurance Sub-committee
each meeting to focus risk discussion, with two or three one-page management plans to
enable deep-dives into specific areas of risk.

5. The role of Council is to enable democratic decision-making and to provide governance over the
operations of HBRC. Central to this is the need for an understanding of the key risks faced by
the Council and to factor this into Council decision making.

6. The role of the Risk and Audit Committee is to ensure that an effective system of risk
management is in place and that this is working effectively.

7. Inthis regard, there is a distinction between the respective roles of the full Council and the Risk
and Audit Committee of Council:

7.1.  Full Council: makes effective decisions, and that decision-making takes into account the
major areas of risk/uncertainty faced by HBRC (both upside opportunities and downside
threats) —i.e. the content of risk management

7.2.  Risk and Audit Committee: ensures there is an effective and enduring approach to
identify, assess, manage and report on risk/uncertainty, and that this information is used
as part of decision-making —i.e. the process of risk management.

Background

8. From a Council workshop on 18 July 2023 and councillors’ feedback, a one-page Enterprise

Dashboard was developed, representing the collective view of the Executive Leadership Team
and Council as to the risk profile of HBRC, expressed in terms of:
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8.1. Purpose: what is most important to HBRC.
8.2.  Success: what success looks like, reflecting the strategic priorities per the Long-Term Plan.

8.3. Uncertainty: the major areas of uncertainty (i.e., risk) associated with HBRC's role and
commitments.

9. Subsequent to the workshop with Council, several of the specific areas of success/uncertainty
(i.e., risks reflected within the Enterprise Dashboard) have been workshopped and one page
management plans developed to provide a simple way to define and describe:

9.1.  the underlying risk (i.e., what matters to us).

9.2. the consequences of this (i.e., why this matters) expressed in terms of opportunities and
threats.

9.3. the potential causes of this risk (i.e., what needs to be managed).

9.4. activities, controls, and mitigations in place (i.e., how this is managed).

9.5. outcomes and metrics related to this risk (i.e., how this will be monitored as part of wider
organizational performance reporting).

9.6. aresponse plan (i.e., based on the current state, what do we want to do differently going
forward).

Discussion

10. The attachment provides:

10.1. arecap on the risk maturity work that has been undertaken to date, including what we
are doing in risk maturity, why we are doing the risk maturity work, and why risk maturity
matters.

10.2. asummary of current state, including key work completed, emerging themes from the
work completed, and insights from the implementation process to date.

10.3. HBRC's current Enterprise Dashboards which summarise ELT’s sentiment from the
December 2023 survey and Council’s sentiment from the January 2024 survey.

10.4. deep dives on two enterprise uncertainty areas, being:

10.4.1. Capability and Capacity of Service Providers and Partners
10.4.2. Health, Safety, Resilience and Wellbeing of People.

11. The two Enterprise Dashboards are based on the sentiment surveys of ELT and of Council
whereas the two deep dive one-pagers are workshop assessments that include Tier 3 Managers
and other Subject Matter Experts from across the business. The workshop assessments
consider controls effectiveness, causes in relation to the internal and external environment, and
potential gaps and issues, which is similar to a traditional risk analysis.

Next Steps

12. To further mature risk and continue to embed the new approach to risk management the

following activities will occur over the next quarter:
12.1. reconfirm accountabilities for each area across the Executive Leadership Team

12.2. increase visibility of this work through communication and awareness-raising with staff
(particularly tier three managers)

12.3. formalise the monthly sentiment survey

12.4. implement a process for monthly update/confirmation of the one-page management
plans
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12.5. cleanse identified controls for each of the success and uncertainty one pagers and
develop an Enterprise control library

12.6. using the Enterprise control library establish a controls assurance programme.

Decision-making process

13. Staff have assessed the requirements of the Local Government Act 2002 in relation to this item
and have concluded that, as this report is for information only, the decision-making provisions
do not apply.

Recommendation

That the Risk and Audit Committee receives and notes the Risk Maturity Refresh staff report.

Authored by:

Helen Marsden

Risk & Corporate Compliance Manager
Approved by:

Susie Young
Group Manager Corporate Services

Attachment/s
1 Feburary 2024 Risk update Under Separate Cover
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Hawke’s Bay Regional Council
Risk and Audit Committee
15 February 2024

Subject: Risk Management Policy

Reason for report

1. This item seeks Risk and Audit Committee (RAC) endorsement for the revised Council Risk
Management Policy (CD0023) in the form of a recommendation to Council.

Officers’ recommendation

2. Staff recommend that the RAC considers the revised Risk Management Policy (CD0023) and
recommends its approval to Council.

Background

3. Council’s Risk Management Policy sets out the boundaries for establishing a Council-specific risk
management framework. As part of risk management maturity and under the newly formed
Risk and Audit Committee improvements to Council’s risk management practices and processes
(framework) were identified. Therefore, Council’s current Risk Management Policy was
reviewed to ensure alighment between Council’s new framework. And, also to confirm that
under the new Terms of Reference Council’s Risk Management Policy would ensure that the
Risk and Audit Committee would fulfil certain obligations.

4. At the 18 October 2023 RAC meeting staff were asked to:
4.1. articulate the culture of risk management in the Policy’s purpose or goal
4.2. link the policy to the risk management framework and strategic plan, and

4.3. provide an accompanying framework that supports the policy based on the new risk
methodology.

5. The review of Council’s Risk Management Policy (CD0023) against Council’s new risk
management framework did not highlight any material differences. The main changes to
Council’s Risk Management Policy (CD0023) relate to the:

5.1.  frequency of risk review and reporting

5.2.  theinclusion of Councillor’s and Executive Leadership’s requirement to undertake regular
sentiment surveys

5.3. the removal of the Risk Champion role that is no longer required under the new risk
practices.

6. Council’s Risk Management Policy (CD0023) and therefore Council’s new risk management
framework will continue to be benchmarked and aligned to the principles of ISO 31000:2018
Risk Management Standard and the All of Government Risk Maturity Model.

Discussion

Incident Reporting - Risk and Escalation Rating Context

7. At the 18 October 2023 RAC meeting the Committee also requested that management establish
an incident escalation scale and report the new scale back to the RAC on how risk events will be
reported to RAC.

8. Management then established an incident escalation scale which the Executive Leadership

Item 5 Risk Management Policy Page 7

Iltem 5



10.

11.

12.

13.

Team (ELT) reviewed and endorsed. ELT recommended in their review that the scale be
incorporated into Council’s Risk Management Framework that accompanies Council’s Risk
Management Policy (CD0023). Incorporating the incident escalation scale into Council’s Risk
Management Policy and Risk Management Framework would provide a consistent approach to
that which is applied in the Council’s key Risk-Based Management Systems including Health and
Safety Management and Asset Management.

As a result, management have included in the Risk Management Framework a separate Incident
and Non-conformance Management section (8.1.11 of the Framework). Figure 7 in section
8.1.11 details the new Incident Escalation Scale. In addition, the roles, and responsibilities in
Council’s Risk Management Policy have been expanded to include content on incident
management.

In setting Council’s incident escalation scale management considered and aligned to the Risk
and Cause Rating Scale that is set out in the Risk Management Framework under section 8.1.6
Figure 6.

RAC will receive High-rated incidents for oversight. High-rated incidents have a wide impact,
potential impact or operational disruption and need managing through a large scale CIMS
structure. High-rated incidents highlight that immediate improvement is needed and urgent
action required. Council Chair, RAC Chair, CE, ELT as well as Group Manager, Team Leader and
Management System Advisor are informed at the time and there is ongoing reporting through
separate report to the Risk and Audit Committee.

In addition to the above, it is expected management will bring to the attention of RAC any
systemic issues deemed necessary as a result of thematic analysis of lower level issues.

As a result of the new incident escalation criteria there are no new operational risk incidents to
report to RAC for this quarter. We have, however, noted a number of breaches in the Treasury
Counterparty risk limits, which are presented as part of the Treasury Compliance Reporting
agenda item.

Significance and Engagement Policy assessment

14.

The significance of this decision is very low according to Council’s policy.

Financial and resource implications

15.

Any financial impact in relation to changes to the Risk Management Policy will be managed
within approved budgets.

Decision-making process

16.

Council and its committees are required to make every decision in accordance with the
requirements of the Local Government Act 2002 (the Act). Staff have assessed the requirements
in relation to this item and have concluded:

16.1. The decisions of the Risk and Audit Committee are in accordance with the Terms of
Reference and decision-making delegations adopted by Hawke’s Bay Regional Council
30 August 2023, specifically to provide advice and recommend actions, responses, and
changes to the Council about risk management, assurance activities, governance
oversight and internal control matters, including external reporting and audit matters.
Specifically, this includes:

16.1.1. (1.1) The robustness of Council’s risk management systems, policies, practice, and
assurance processes.

16.1.2. (2.1) Review whether Council management has a current and comprehensive risk
management framework and associated procedures for effective identification
and management of the Council’s significant risks in place.
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Recommendations

That the Risk and Audit Committee:

1. Receives and considers the Risk Management Policy staff report.
2. Recommends that Hawke’s Bay Regional Council:

2.1.  Agrees that the decisions to be made are not significant under the criteria contained in
Council’s adopted Significance and Engagement Policy, and that Council can exercise its
discretion and make decisions on this issue without conferring directly with the
community or persons likely to have an interest in the decision.

2.2.  Approves the revised Risk Management Policy (CD0023) as proposed.

Authored by:

Helen Marsden
Risk & Corporate Compliance Manager

Approved by:

Susie Young
Group Manager Corporate Services

Attachment/s
10  CDO0023 Risk Management Policy 2024

2 Risk Management Framework 2024 Under Separate Cover
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CD0023 Risk Management Policy 2024 Attachment 1
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Title: Risk Manage

Policy number:

Team policy owned by: | "<k anc | Version number:

Document owner: M ) ‘ Date policy last reviewed T t
and published: enter text

Document approver: Y g Next review due:

Purpose

HBRC's vision is a healthy environment and a resilient and a prosperous community. This vision is
supported by a strong set of values that include partnership and collaboration, accountability, transparency,
and excellence.

A sound risk aware culture where all staff take ownership of risks and make risk intelligent decisions is an
essential component for HBRC's to deliver on its vision, values, and strategic objectives effectively and
efficiently, as detailed in HBRC's Strategic Plan. Therefore, this policy sets out design standards,
accountabilities, and assurance requirements for establishing and maintaining HBRC risk management
system (framework and practices).

ELT support a culture of risk ownership by all staff and re-enforce the need for risk intelligent decisions that
are guided by Council's risk appetite and commitments to the Community,

HBRC’s ELT commit to embedding these risk management practices throughout Council and ensuring good
line of sight.

Specifically. the purpose of the risk management policy is to provide guidance with regards to the
management of risk to:

* Support the achievement of objectives with effective prioritisation of resources
e (ultivate a culture that where everyone is responsible for managing risks

* Protect staff, council owned assets, regional resources and stakeholder interests in a sustainable
way

* Ensure financial stability, and

e Provide oversight and assurance to Council and to the Executive Leadership Team (ELT) that HBRC's
that risks are well managed

In addition, this policy mandates the use of a single risk management framework throughout HBRC and
therefore this policy should be read in conjunction with HBRC's risk management framework.

Uncontrolled When Printed Page 1 of 6
Risk Management Policy Version Number: 1

Item 5 Risk Management Policy Page 11

Item 5

Attachment 1



CD0023 Risk Management Policy 2024 Attachment 1

HBRC Context: Purpose, Vision, (HBRC's internal and External
Values & Risk Appetite Environment)

Risk Policy and Risk Culture

Risk Framework and Risk
Practices

Target audience

This policy applies to all HBRC staff, contractors, elected members and sub-committee appointees.

Policy details

1. Policy goal or objective
1.1.  HBRC's objectives for this policy are to:

1.1.1. Ensure all staff are aware of their risk management obligations to identify, escalate and
manage risks.

1.1.2. Ensure staff with risk specific tasks are aware of those specific requirements,

1.1.3. Frame the high-level mandatory risk practices including minimum levels of risk reporting
(frequency), mandatory risk data, and storage of risk information.

1.14. Ensure risk management principles and practices are embedded into the everyday
decisions and activities undertaken by staff,

2. Related documents (e.g., Legislation, Policies, SOPs, etc)
11. Risk Management Framework
12. I1SO 31000:2018 Risk Management Standard
13, All of Government (AoG) Risk Maturity Model
14. HBRC's Strategic Plan

3. Key definitions/abbreviations

3.1 All of Government (AoG) Risk Maturity Model — benchmark risk maturity model that is
promoted by Local Government New Zealand (LGNZ)

3.2 Cause — underlying reason why the risk event occurs

33 Consequence - impact of an event on objectives

34  Control - a process that either reduces, the likelihood, or the consequence of a risk event

35  Enterprise Risk Management (ERM) — the process of planning, organising, leading, and
controlling the activities of an organisation in order to either minimise the effects, or seize
opportunities, from uncertainty that impacts an organisation’s objectives

36 Event —when there is a change to circumstances that triggers a risk response

3.7 Incident - is a negative event that is tied to an operational risk

3.8 Likelihood — chance or probability of a risk event happening

3.9 _ Mitigation - specific measures taken to minimise or eliminate unacceptable risks

Uncontrolled When Printed Page 2of 6
Risk Management Policy Version Number: 1
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3.10 Risk - the effect of uncertainty on objectives that maybe either positive or negative

4. Principles

To implement a single RMS where risk management principles and practices can be consistently
applied at every level of HBRC. So that, all risks are managed within Council’s risk appetite and that the
ELT has good oversight of risks and can in turn provide positive assurance to Council that risks are
being proactively managed.

This risk management policy has been designed to align to best practices and is benchmarked on the
principles outlined in 1SO 3100:2018 Risk Management — Guidelines, and the structure of the LGNZ
endorsed AoG risk maturity model,

HBRC's risk management policy and framework has been tailored to right-size the risk system so that it
is proportionate to HBRC's size and mandate. Tailoring’ refers to risk system components such as
frequency of reporting and number of risk resources it does not change fundamental risk principles and
practices.

5. Risk Vision

All HBRC staff take responsibility for owning HBRC's risks with consistent and transparent risk
intelligent decision making.

6. Risk Management Roles and Responsibilities
6.1.  Council

6.1.1  Sets HBRC's risk appetite.

6.12. Defines the parameters of HBRC's RMS and risk maturity by approving the risk
management policy.

613  Promotes a culture of proactive risk management.

6.1.4.  Delegates to the Risk and Audit Committee oversight, monitoring and challenge of
HBRC's RMS and risk reporting.

6.2 Risk and Audit Committee (RAC)

6.21.  From staff receive and review regular HBRC's enterprise risk report and risk survey
results.

6.22.  Considers any resource requests from staff that are for prioritising and allocating
resources to mitigate material risks identified.

6.23. Oversees the effectiveness of HBRC's RMS and ensure there is an emphasis on
continuous improvement and risk maturity.

6.24. From staff receive, review and recommend to Council that it adopts any changes or
customisation of the risk management policy.

6.25. Ensures a culture exists that encourages transparency and open discussions on potential
risks and emerging issues.

6.26. Receives updates on high priority incidents and audit findings

6.3 Executive Leadership Team (ELT)

6.31.  From the Risk and Corporate Compliance Manager receive, review and ratify regular
enterprise risk reports and risk survey results.

6.3.2. From the Risk and Corporate Compliance Manager receive the corrective actions status
update report prior to reporting to the RAC,

6.33.  Monitor the effectiveness of HBRC's RMS to validate the focus on continuous
improvement. Including, ensuring the system remains relevant by undertaking a formal

Uncontrolled When Printed Page3of 6
Risk Management Policy Version Number: 1
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6.34

6.35.

636

6.3.7.

638

6.39.

6.3.10.

6.3.11.

6.3.12.
6.3.13.

annual review of both the risk management policy and framework against HBRC's
strategy, objectives and culture and benchmarked to the latest best practice risk
maturity model,

Lead risk management across HBRC by endorsing the risk management policy and
framework of HBRC's RMS including ensuring staff proactively identify incidents and
non-conformances in line with requirements of HBRC's key management systems
Ensure adequate resource is allocated to risk management,

Assign clear risk management roles, responsibilities, and accountabilities at an
appropriate level across HBRC.

Lead a culture that encourages transparency and open discussions on potential risks and
emerging issues across all HBRC functions.

Ensure there is a comprehensive understanding of risk management by all staff and
stakeholders through promoting and communicating HBRC's RMS purpose, vision and
values.

Ensure key business decisions formally consider risks to HBRC.

Each Group Manager must ensure adequate Group risks insights are provided to the Risk
and Corporate Compliance Manager to enable enterprise risk aggregation.

Each Group Manager must ensure any risks identified between reporting cycles that are
of material significance are escalated as per the risk management framework. Any
resulting risk corrective actions must be tracked and monitored until closed.

Provides strategic direction during material incidents.

Take a lead role in communication with key external stakeholders to manage the
organisations reputation during an incident,

6.4 Risk and Corporate Compliance Manager

6.4.1.  Assist ELT so that they meet their risk management obligations as detailed in this policy.

642 Support the ELT to drive a culture of risk ownership and risk intelligent decision making.

643 Maintain the RMS including updating both the risk management policy and framework
to ensure continuous improvement and benchmarking of these documents to the latest
risk maturity best practice.

6.4.4. Present the enterprise risk dashboard regularly to the ELT.

645  Ensure the enterprise risk dashboard reflects ELT's sentiment and concern survey results
and present to RAC.

646 Develop education material and train staff on risk management concepts and practices,
including training on both the risk management policy and framework.

647  Oversee the embedding of risk management processes and practices across the business
to ensure consistency of application,

648 Oversee compliance with both the risk management policy and framework.

6.49. Coordinate the delivery of the annual internal audit plan and track the progress of all
agreed risk corrective actions resulting from the individual audits.

6.4.10. Track all other outstanding control corrective actions reported to the RAC.

6.4.11. Collaborate with other risk based functional management system owners, such as Health
and Safety, Quality Management, Asset Management, Environmental and Information
Security to ensure that the underpinning risk management system is structured in a way
that supports integration.

6.412. Report to the RAC all incidents or near-misses with a priority rating assessed as ‘high’.

6.4.13. Proactively ensure appropriate controls and understanding exists of corporate
compliance obligations across the organisation.

Uncontrolled When Printed Paged of 6
Risk Management Policy Version Number: 1
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6.5  All Staff

651  Must take ownership of risks by considering and identifying risks in their day-to-day
activities and decision making.

6.52. Must ensure risk corrective actions or risk mitigations are completed within agreed
timeframes.

6.53  Must ensure controls are repeatable and operate as designed.

6.54. Must register and escalate any risk incident or near miss in accordance with any
specified regulations or HBRC management system. Or, in the absence of specified
regulations or management system criteria using the default risk escalation criteria as
outlined in the risk management framework.

655  Asrequired, must actively participate in any risk identification or risk assessment
workshops.

6. High-Level Risk Practices

The design of HBRC's RMS is in principle based on the risk management standard produced by the
internal organisation for standardisation (1SO 31000:2018), see figure 1. I1SO 31000:2018 provides the
ability to tailor risk processes, so they are right sized for HBRC. In addition, the ISO model| allows for
better alignment to Council’s other structured functional management systems such as Quality
Management Systems (ISO 90001). It should be noted that some risk processes outlined in the risk
management framework are structure from the AoG risk maturity model. However, these processes
are complimentary to 1SO 31000:2018.

Principles {clause 4)

Framework {clauve 5) Process (dsuse 6)
Figure 1
Uncontrolled When Printed Page5of 6
Risk Management Policy Version Number: 1
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CD0023 Risk Management Policy 2024 Attachment 1

7. Internal Audit and Review

From time to time the RMS may be subject to an internal audit review. The aim of any review will to;
benchmark the design of the RMS against best practice risk maturity models, check operational
compliance with both the risk management policy and framework, and identify broader opportunities
for improvement.

8. Breach of policy - consequences of non-compliance

Serious or repeated breaches of non-compliance by staff may result in disciplinary action as guided by
the code of conduct., Or, in the case of a contractor action taken as determined by the underlying
contract terms and conditions.

Summary of key document changes and version control

Version Date l Key changes to be communicated to staff | Document owner Approver
10 | 22/09/23 | Policy reviewed and upload into the | Risk & Corporate | Group Manager |
Controlled Document System. Compliance Corporate
‘ Manager Services
— T |
Uncontrolled When Printed Page6of 6
Risk Management Policy Version Number: 1
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Hawke’s Bay Regional Council
Risk and Audit Committee
15 February 2024

Subject: External Audit Report - Control Findings for the year ended 30 June 2023

Reason for Report

1. This report presents the Audit and Risk Committee with the Ernst & Young (EY) Control Findings
report from the year ended 30 June 2023.

2. Representatives from EY will attend the meeting to present their report and take any questions.

Executive Summary

3. The EY Control Findings report (attached) highlights 8 control observations identified (including
two additional observations audit have identified since presenting their preliminary report).

4. Corrective actions have been assigned an owner by HBRC and timeline as appropriate.

Background

5. Each year, following the completion of the audit of HBRC’s Annual Report, the auditor’s report
back to the governing body on any findings from the audit. The report provides commentary on
areas where the auditors identified control matters during their audit procedures, their
recommendations for improvement, and HBRC management’s response to these findings.

6. The preliminary EY Audit Close Report was presented to the committee on 18 October 2023.

7. Seven Low-rated and one Medium-rated audit observations were raised for the June 2023
external audit.

8. One of the observations has been deemed as Medium-risk needing significant improvement,
ideally within the next 6 months; this relates to the reconciliation of community loans —an
ongoing issue that management is aware of. Due to system limitations, HBRC is currently unable
to extract a report that details all outstanding loans to support the total community loans
balance shown in the financial statements. HBRC has historically calculated a manual estimate
using various data extracted from our systems, however, due to the level of estimation involved
and the significance of the community loans balance, there is a greater risk that inaccuracies
may not be identified.

9. The future of the Sustainable Home’'s activity is currently being reviewed as part of the LTP
process with these issues in mind and the outcome of this review will steer any action that may
be taken.

10. The remaining 7 observations have been deemed as low risk and needing some improvement
ideally within the next 6-12 months. Management has no significant concerns about these
observations and is comfortable that processes are underway to resolve them.

11. In a year of significant impacts on our transactional and financial position this is seen as a
positive result for HBRC.
Decision-making process

12. Council and its committees are required to make every decision in accordance with the
requirements of the Local Government Act 2002 (the Act). Staff have assessed the requirements
in relation to this item and have concluded:

13. Council and its committees are required to make every decision in accordance with the
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requirements of the Local Government Act 2002 (the Act). Staff have assessed the requirements
in relation to this item and have concluded:

13.1. The decisions of the Committee are in accordance with the Terms of Reference and
decision-making delegations adopted by Hawke’s Bay Regional Council 30 August 2023,
specifically the Risk and Audit Committee shall have responsibility and authority to:

13.1.1. (2.8) Receive the internal and external audit report(s) and review actions to be
taken by management on significant issues and recommendations raised within
the report(s).

13.1.2. (3.5) Ensure that recommendations in audit management reports are considered
and, if appropriate, actioned by management.

Recommendations
That the Risk and Audit Committee:

1. Receives and considers the External Audit Report - Control Findings for the year ended 30 June
2023 from Ernst and Young and the staff paper.

2. Agrees that the actions to be taken to address findings are adequate in the circumstances
explained.

Authored by:

Chelsea Spencer Chris Comber

Senior Group Accountant Chief Financial Officer
Approved by:

Susie Young
Group Manager Corporate Services

Attachment/s
1  Ernst and Young Report on Control Findings for the year ended 30 Under Separate
June 2023 Cover
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Hawke’s Bay Regional Council
Risk and Audit Committee

15 February 2024

Subject: Audit Plan for the 2023-2024 Annual Report

Reason for Report

1.

This item provides an update on the timing for the audit of HBRC's 2023-2024 Annual Report.

Executive Summary

2.

3.

The statutory deadline for the adoption of the HBRC Annual Report is 31 October 2024.

Our auditors, Ernst & Young (EY), are planning to perform an interim visit in the two weeks
beginning 8 April and intend to begin the Year End audit in the week commencing 23 September
2024.

The Audit Planning Report from EY is attached and representatives from EY will attend the
meeting to present their Audit Plan and take questions.

Background /Discussion

5.

The audit and adoption of the Annual Report follows timelines set out in the Local Government
Act 2002.

5.1.  Section 98 (3) states that the annual report of a Council “must be completed and adopted,
by resolution, within 4 months after the end of the financial year to which it relates”.

Officers have had discussions with our auditors, EY, about audit timing (see table below). This
may change as our auditors refine their work plans and resourcing.

Dates Description

w/b 8 April through Audit interim visit will be conducted (est 4 people onsite for 2

w/e 19 April 2024 weeks to complete the interim work for HBRC, HBRIC and FoodEast)
w/b 9 Sep through Audit of HBRIC and FoodEast (2 weeks)

w/e 20 Sep 2024

w/b 23 Sep through Audit of the annual report (2 weeks onsite, remainder from

w/e 11 Oct 2024 Wellington)

This timing is consistent with the previous year, and although we are yet to develop our internal
project plan we intend to follow a similar internal process timeline to that followed last year.

A number of key considerations need to be addressed, specifically:

8.1.  Forinfrastructure assets planned to be revalued this year, EY will review the respective
valuations for appropriateness. Valuations are usually prepared internally by staff and
reviewed by AON valuation services. Given no valuations were undertaken in FY23 due to
the significant cyclone damage, HBRC's Asset Management Group is in the process of
developing a detailed project plan for how valuations will be completed in FY24 including
determining what level of external involvement may be required and by whom.

Decision-making process

9.

Staff have assessed the requirements of the Local Government Act 2002 in relation to this item
and have concluded that, as this report is for information only, the decision-making provisions
do not apply.
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Recommendation

That the Risk and Audit Committee receives and considers the Audit Plan for the 2023-2024 Annual
Report.

Authored by:

Chris Comber Chelsea Spencer

Chief Financial Officer Senior Group Accountant
Approved by:

Susie Young
Group Manager Corporate Services

Attachment/s
1 Ernst and Young Audit Plan for the year ending 30 June 2024 Under Separate Cover
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Hawke’s Bay Regional Council
Risk and Audit Committee
15 February 2024

Subject: External Audit Report - 1ISO 9001-2015 certification

Reason for report

1. This item provides the Risk and Audit Committee (RAC) with the external audit report on ISO
9001:2015 Annual Review undertaken by Telarc.

Executive Summary

2. TheISO 9001:2015 Annual Review was carried out in December 2023 in accordance with the
2023-2024 Internal Audit Plan. The scope of the review was to establish the effectiveness of the
current Quality Management System (QMS) against the 1SO9001:2015 standard and to establish
actions to reduce the risk of non-conformance outcomes.

3. The Executive Leadership Team reviewed and agreed the findings at its meeting on 30 January
2024,

4. There were no major non-conformances observed. The report noted that, given that HBRC had
been at the centre of the Cyclone Gabrielle recovery efforts, our QMS is operating effectively.
We received two minor non-conformances:

4.1. Inconsistencies were identified in the retention of documented information required by
HBRC, with respect to job sheet checklists, to the extent necessary to have confidence
that the processes have been carried out as planned.

4.2. Non-conformance and corrective action information captured in the Hazmate system is
currently not included in the data analysis for the quarterly management review
meetings.

5. There were also a small number of opportunities for improvement. All activities assessed were
observed to be appropriately controlled. The minor non-conformities will be reviewed at the
revalidation of the 1ISO9001:2015 to be carried out in September/October 2024.

Decision-making process

6. Council and its committees are required to make every decision in accordance with the
requirements of the Local Government Act 2002 (the Act). Staff have assessed the requirements
in relation to this item and have concluded:

7. Council and its committees are required to make every decision in accordance with the
requirements of the Local Government Act 2002 (the Act). Staff have assessed the requirements
in relation to this item and have concluded:

7.1.  The decisions of the Committee are in accordance with the Terms of Reference and
decision-making delegations adopted by Hawke’s Bay Regional Council 30 August 2023,
specifically the Risk and Audit Committee shall have responsibility and authority to:

7.1.1.  (2.8) Receive the internal and external audit report(s) and review actions to be
taken by management on significant issues and recommendations raised within
the report(s).

7.1.2.  (3.5) Ensure that recommendations in audit management reports are considered
and, if appropriate, actioned by management.
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Recommendations
That the Risk and Audit Committee:
1.  Receives and considers the External Audit Report - ISO 9001-2015 Annual Review.

2. Confirms that the actions to be taken to address the findings are adequate in the circumstances
explained.

Authored by:

Olivia Giraud-Burrell Helen Marsden

Quality & Assurance Advisor Risk & Corporate Compliance Manager
Approved by:

Susie Young
Group Manager Corporate Services

Attachment/s
1 External Audit Report - ISO 9001:2015 Annual Review Under Separate Cover
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Hawke’s Bay Regional Council
Risk and Audit Committee

15 February 2024

Subject: Treasury Compliance Report for the period 30 September - 31 December 2023

Reason for report

1.

This item provides compliance monitoring of Hawke’s Bay Regional Council’s (HBRC) Treasury
activity and reports the performance of Council’s investment portfolio for the quarter ended
31 December 2023.

Overview of the quarter ending 31 December 2023

2.

At the end of the quarter to 31 December 2023, HBRC was compliant with all measures in its
Treasury Policy with the exception of the counterparty risk policy during the period.

In December 2023, HBRC received a dividend of $3.905m from HBRIC following receipt of the
Napier Port dividend of the same value.

Cyclone Gabrielle has impacted both cash balances and borrowing requirements, with ongoing
additional borrowing required to fund the recovery. Insurance proceeds when received will
soften the effects of additional borrowing.

Background

5.

Council’s Treasury Policy requires a quarterly Treasury Report to be presented to the Audit and
Risk Sub-committee. The policy states that the Treasury Report is to include:

5.1.  Treasury exceptions report

5.2.  Policy compliance

5.3. Borrowing limit report

5.4. Funding and liquidity report

5.5. Debt maturity profile Interest rate report

5.6. Investment management report**

5.7.  Treasury investments*

5.8.  Cost of funds report, cash flow and debt forecast report
5.9. Debt and interest rate strategy and commentary
5.10. Counterparty credit report

5.11. Loan advances.

The Investment Management report has specific requirements outlined in the Treasury Policy.
This requires quarterly reporting on all treasury investments plus annual reporting on all
equities and property investments.

In addition to the Treasury Policy, Council has a Statement of Investment Policy and Objectives
(SIPO) document setting out the parameters required for funds under management for the
HBRC Long Term Investment Fund and the Future Investment Fund.

Since 2018, HBRC has procured treasury advice and services from PricewaterhouseCoopers
(PwC) who provide quarterly Treasury reporting for internal monitoring purposes.
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Treasury exceptions report and policy compliance

9.

10.

11.

12.

13.

14.

As at 31 December all counterparty exposures were within limits.

However, during the quarter to 31 December 2023, there were a number of Investment Limit
breaches noted on the Jarden HBRC cash balance as outlined in the table below. (A $15m cash
investment limit exists on all our Counterparties).

Of all breaches noted between 1/11/2023 to 17/11/2023, only 1 is primarily because of HBRC
direct cash management. This was due to excess funds received for recovery-related activities
and delays in receiving expected creditor invoices, therefore funds were not required until later
in November as expected.

Other breaches are related to Recovery Funding received from the Crown held on behalf in the
Jarden and BNZ Recovery accounts, i.e. silt and debris. Total recovery funds held during Q2
period ranged from c¢$70m in October to $45m at the end of the quarter. HBRC mitigated
potential risks early on by Jarden managing their funds both across ANZ and Westpac, with
remaining funds in the HBRC Recovery Funds account with BNZ. This means these funds are
split across 3 main registered NZ banks.

Council officers are of the view that the management of the Recovery Funding held on behalf
should sit outside our current HBRC Treasury policies because holding these funds is specific
and is generally for a short period while programmes of work are executed, i.e. silt and debris,
RRA recovery.

This remains an on-going issue while HBRC works through the cyclone recovery.

Date ﬂ Jarden HBRC Cash balance ﬂ Breach value [ig

1/11/2023 15,123,334.60 123,334.60
2/11/2023 15,123,334.60 123,334.60
3/11/2023 15,123,334.60 123,334.60
6/11/2023 25,123,334.60  10,123,334.60
7/11/2023 25,123,334.60  10,123,334.60
8/11/2023 20,123,334.60 5,123,334.60
9/11/2023 20,123,334.60 5,123,334.60
10/11/2023 15,823,334.60 823,334.60
13/11/2023 15,823,334.60 823,334.60
14/11/2023 15,823,334.60 823,334.60
15/11/2023 19,823,334.60 4,823,334.60
16/11/2023 19,823,334.60 4,823,334.60
17/11/2023 19,823,334.60 4,823,334.60 ,

Funding and Liquidity

15.

16.

17.

To ensure HBRC has the ability to adequately fund its operations, current policy requires us to
maintain a liquid balance of “greater than 10% of existing total external debt”. Current liquidity
ratio is 25.03% and therefore meets policy.

The following table reports the cash and cash equivalents on 31 December 2023.

31 December 2023 $000
Cash on Call 19,958
Short-term bank deposits 4,300
Total Cash & and Deposits 24,258

To manage liquidity risk, HBRC retains a Standby Facility with BNZ. This facility provides HBRC
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with a same-day draw-down option, to any amount between $0.3-510.0m, and with a 7-day
minimum draw period.

Debt Management

18.  On 31 December 2023 the current external debt for the Council group was $103m which
includes $4.3m of pre-funded debt ($120.3m including the loan from HBRIC).

19. Since Q4 an additional $4.3m in borrowings were received to pre-fund long-term debt maturing

in April 2024.
20. The following summarises the year-to-date movements in Council’s debt position.
Summary of HBRC Debt
HBRC only HBRC Group
$000 $000
Opening Debt — 1 July 2023 — excl HBRIC Loan 84,830 84,830
New Loans raised* 59,500 59,500
Less amounts repaid (40,648) (40,648)
Closing Debt 31 December 2023 (excluding HBRIC loan) 103,682 103,682
Plus opening balance - loan from HBRIC 16,663 -
Total Borrowing as at 31 December 2023 120,345 103,682

*Includes pre-funding debt of 54.3m.

LGFA Debt Maturity Profile
as at 31 December 2023

35
30

25
20
15
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]

21. Council’s debt maturity profile remained compliant, however continued short term drawdowns
put pressure on the policy limit in the 0-3 year bucket. This is expected to remain high while we
work through the cyclone funding and insurance claims. The infographic below includes our
$10m BNZ overdraft in total debt.

Funding summary
Bucket (years) Maturing in period ($) Policy Actual

0-3 $55,434,488 15% -60%  53%

3-7 $48,783,370 25% -85%  47%

7-15 $0 0% - 60% 0%
Total $104,217,858 100%

Funding summary

22. We have borrowed a further $4.3m in the quarter to 31 December 2023 and staff are
forecasting the need for further drawdowns in Q3 to March 2024. However, the timing and

Item 9
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23.

24,

values are still to be confirmed and will depend upon the execution of the capital programme

planned between now and then.

Any insurance or NEMA proceeds will be used to repay the short-term debt which is currently

S30m.

We have entered into 4 swap rate options during the quarter to mitigate our interest rate risk

and alleviate pressure on the short-term buckets.

Managed Funds

25.

26.

27.

Total Investment Fund portfolios capital, adjusted for inflation at 31 December 2023, was
$6.117m below the inflation-adjusted contribution target. Based on results to date and the
value of the protected amount of funds, funds held are not sufficient to deliver the returns
required to meet Council’s requirement. No divestments have been made from managed funds

this year.

Council budgets separately for revenue from directly-held managed funds and those held by
HBRIC. HBRIC is required to deliver an overall portfolio return by way of an annual dividend
agreed through an annual Statement of Intent. The composition between revenues from
managed funds and other sources such as port dividends, is up to the HBRIC board. While the
Council budgeted to receive $10.9m in dividends from HBRIC within the FY 2023-2024, Council
has received only $3.9m to date due to reduced earnings from the Port. It is anticipated the

overall dividend will fall short of the Council budget for the year.

The following table summarises the fund balances at the end of each period and the graph
illustrates the asset allocations within each fund at 31 December 2023.

30 June 2023 30 Sept 2023 31 Dec 2023

Fund Balances HBRC $000 $000 $S000
Fund Balance HBRC 110,828 108,038 114,407

H 0,
C.aplte?l Prot§cted Amount HBRC (2% compounded 116,541 117,124 117,709
since inception)
Current HBRC value above/(below) capital protected (5,713) (9,086) (3,302)
amount
Funds Balances (Group + HBRIC)
Long-Term Investment Fund (HBRC) 48,400 47,164 49,975
Future Investment Fund (HBRC) 62,428 60,874 64,432
Total HBRC 110,828 108,038 114,407
Plus HBRIC Managed Funds (FIF) 45,638 44,415 47,138
Total Group Managed Funds 156,466 152,453 161,545
Capital Protected Amount (2% compound inflation) 165,998 166,828 167,662
Current group value above/(below) protected (9,532) (14,375) (6,117)
amount
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HBRC Group - Managed fund investments by Investment Asset
as at 31 December 2023

Global infrastructure |l
Global Property [
MNZProperty ]
Global Equities [
NZ Equities |
Global fixed interest [N
NZ Fixed Interest |
Cash [
- 10 20 a0 40
M Leng Term Investment Fund (LTIF) Future Investment Fund ex Port (PFIF}
549.975m 511157m

50

Millions

28. Fund performances continue to be volatile this year and as at 31 December the consolidated
portfolio value was up 3.2% on 30 June 2023 (to 30 September portfolio was down 2.57%).

Fund performances have been steady this year with all cash returns reinvested.

HBRC Group - PFIF Managed funds performance HBRC Group - LTIF Managed funds performance
YTD 31 December 2023 YTD 31 December 2023
3% -2%

3% %

s Interest  « Dividends « Realised gains = Unrealised gains = Fees = Taxes

YTD Performance

LTIF PFIF Group
Cash return reinvested 0.12% 0.40% 0.23%
Unrealized return 1.56% 5.23% 3.02%
Total return 3.25% 3.67% 3.25%
By monager:
Mercer 1.48% B.04% 3.38%
larden 195% 4.24% 311%

1.72% 6.14% 3.25%
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Cost of funds

29. Rolling 12 months to 31 December 2023, Gross Cost of Funds (COF) was 4.33% and Net COF was
4.26%.

HBRIC Ltd

30. Inaccordance with Council Policy, HBRIC provides separate quarterly updates to the Corporate
and Strategic Committee.

Decision-making process

31. Staff have assessed the requirements of the Local Government Act 2002 in relation to this item
and have concluded that, as this report is for information only, the decision-making provisions
do not apply.

Recommendation

That the Risk and Audit Committee receives and notes the Treasury Compliance Report for the period
30 September - 31 December 2023.

Authored by:

Jess Bennett Tracey O'Shaughnessy

Senior Manager Finance Recovery Treasury & Investments Accountant
Approved by:

Susie Young
Group Manager Corporate Services

Attachment/s

There are no attachments for this report.
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Hawke’s Bay Regional Council
Risk and Audit Committee

15 February 2024

Subject: Internal Audit Report - Data Analytics

Reason for report

1.

This item presents the internal audit report (attached) for the Data Analytics audit undertaken
by Crowe in October 2023.

Executive Summary

2.

The Risk and Audit Committee (RAC) agreed at its meeting on 10 May 2023, as part of the
internal audit work programme, to engage Crowe to conduct an internal audit of Council’s Data
Analytics.

This annual review is used primarily for identification of fraud or suspicious transactions across
our business. Although backward-looking, it provides management with assurances on
processes followed throughout the reporting period.

The agreed scope and purpose of the audit was to review payables and payroll, and master and
transactional data for the financial year ended 30 June 2023. This data was then analysed
independently by Crowe for any potential anomalies or suspicious transactions.

The report was then provided to staff, along with separate spreadsheets listing the transactions
that required review. These spreadsheets were initially analysed by the Team Leader Payroll
and the Team Leader Finance and then reviewed by the Chief Financial Officer to identify any
findings requiring further investigation.

This is the sixth consecutive annual Data Analytics audit conducted by Crowe. Previous
reporting of the findings of the 2021-22 audit was to the Finance, Audit and Risk Sub-committee
on 10 August 2022.

It is important to note that, when a transaction is identified, it does not necessarily indicate that
there is anything suspicious. There are often legitimate business reasons for a transaction being
identified, such as different types of payments from a Council (rates credits versus payment for
services). These types of transactions may display in areas such as ‘duplicate address’,
‘GST/non-GST transactions’, or ‘duplicate IRD number’.

In addition, some transactions are listed purely for review purposes due to their deemed higher
risk nature, such as ‘top 50 vendors by amount’. This allows staff to easily assess whether
vendors are in line with expectations and would highlight any vendors that may appear
erroneous.

Given the small size of Hawke’s Bay, there are times when an employee may share the same
address as a vendor, usually a spouse. Transactional processing staff ensure that employee
approvals are not allowed where any known conflicts exist between an employee and a vendor.

Audit findings

10.

11.

The sample transactions this year were significantly higher due to cyclone spend.
The report includes three high risk results pertaining to:

11.1.  Vendors with multiple purchase orders on same day that would exceed approver's
delegation — 149 cases identified this year (33 in 2022). These were all reviewed and
found that the final approver (where the approval was escalated) was not included in the
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12.

data. The data extract will be reviewed for next year. There is also an issue that
amendments to purchase orders show as multiple purchase orders.

11.2. Invoices approved by persons over or on their delegated authorities — 622 cases
identified this year (40 in 2022). Of the 622 cases identified 603 do have an appropriate
approver —and is a data issue to be resolved for next year. Of the remaining 19, 18 had
the appropriate delegation at the time of the approval. The remaining case was a known
issue at the time and has been raised with our software provider to identify how this
occurred.

11.3. Payments to Vendors with an employee master data match approved by the employee —
seven records identified this year (compared to one in 2022). All seven relate to the same
company and employee. All requisitions were approved by the employee’s team leader
or manager.

All other findings have been reviewed in detail, and no unusual or unexpected transactions
were identified.

Comparison to the last (2022) Audit

13.

14.

15.

An improvement has been seen in the vendor details sections which is as expected as we get
used to the new system.

Records identified relating to purchase order approvals have increased significantly but this is a
data issue rather than any underlying problem. The data extraction process will be reviewed
ahead of the next audit.

There was an expected increase in overtime and allowances this year as a result of the cyclone.

Actions to address findings

16.

17.

18.

While reviewing the findings of the audit, corrective action has been taken where needed to
remove duplicates and complete any missing details. Staff are also looking at the vendor
creation process to increase checks for duplicates before setup of a new vendor is finalised.

Staff have also been asked to update their contact details in the system, which most have now
done.

Finance continues to train users on processes with the financial system, especially the raising of
requisitions and purchase orders before goods and services are received. There is also fraud
training for staff, which includes reminders about ensuring any situations where a conflict of
interest may be perceived are appropriately managed.

Decision-making process

19.

Council and its committees are required to make every decision in accordance with the
requirements of the Local Government Act 2002 (the Act). Staff have assessed the requirements
in relation to this item and have concluded:

19.1. The decisions of the Committee are in accordance with the Terms of Reference and
decision-making delegations adopted by Hawke’s Bay Regional Council 30 August 2023,
specifically the Risk and Audit Committee shall have responsibility and authority to:

19.1.1. (2.8) Receive the internal and external audit report(s) and review actions to be
taken by management on significant issues and recommendations raised within
the report(s).

19.1.2. (3.5) Ensure that recommendations in audit management reports are considered
and, if appropriate, actioned by management.
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Recommendations
That Risk and Audit Committee:
1. Receives and considers the Internal Audit Report - Data Analytics

2. Confirms that the actions taken to address findings are adequate in the circumstances explained.

Authored by:

Olivia Giraud-Burrell Chris Comber

Quality & Assurance Advisor Chief Financial Officer
Approved by:

Susie Young
Group Manager Corporate Services

Attachment/s
1 Crowe October 2023 Internal Audit Data Analytics Report Under Separate Cover
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Hawke’s Bay Regional Council
Risk and Audit Committee
15 February 2024

Subject: Internal Assurance dashboards update

Reason for Report

1. This item updates the Risk and Audit Committee (RAC) on the progress of the following
dashboards:

1.1.  Internal Assurance Corrective Actions Dashboard outlines progress of the agreed
corrective actions (with priority risk ratings medium and high) that respond to findings
from enterprise internal assurance reviews that have been previously reported to the
RAC.

1.2.  Assurance Universe Dashboard provides a clear picture of the audits completed and
proposed for the future.

1.3.  Assurance Plan for FY 2022-23 and 2023-24 gives the position of the reviews for the last
and current financial years.
Discussion
2. The Internal Assurance Corrective Actions Dashboard is attached.

3. The corrective action status update provides oversight to the RAC of the progress of actions
taken to address open internal assurance findings, including total issues raised, how many
closed and how many remain open. The table below is a summary of the open audits/reviews.

Item 11

Audit Performed Review Date Total Issues Issues Comments
Type Issues Closed Open
raised
Regional Assets Section March N/A 0 3 Of the remaining three actions, two are ‘on
17a 2020 track’ and one is ‘at risk’.
Risk Management Internal June 11 10 1 One remaining action is ‘behind’.
Maturity Audit 2020
HBRC Talent Internal April 8 6 2 Two remaining actions are ‘behind’.
Management Report Audit 2021
Hawke’s Bay Road Safety | Section March 8 8 0 All actions are closed.
Review 17a 2022

4. The dashboard gives visibility of:

4.1. open findings of the milestones plus milestones completed and to be completed by the
next RAC plus the tracking status since last reported.

4.2. asummary of closed actions since the last RAC report.

5. The Assurance Universe Dashboard is attached. This links enterprise reviews or audits
undertaken over the past five years, the current year, and future years to an enterprise risk.
Reviews and audits in the Assurance Universe include external audits, enterprise internal audits,
business reviews with an enterprise focus, and section 17a reviews.

6. The Assurance Plan for FY 2022-23 and 2023-24 is attached. This gives a status of overflow
from 2022-23 approved audits and the current status of FY 2023-24.
Financial and resource implications

7. There are no financial implications or additional resource requirements resulting from this
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internal audit programme update.

Decision-making process

8.  Staff have assessed the requirements of the Local Government Act 2002 in relation to this item
and have concluded that, as this report is for information only, the decision-making provisions
do not apply.

Recommendations

That the Risk and Audit Committee

1. Receives and notes the Internal Assurance Dashboards update.

2. Confirms that the Internal Assurance Corrective actions update report has provided adequate
information on the status of the Internal Assurance Corrective Actions.

Authored by:

Olivia Giraud-Burrell Helen Marsden

Quality & Assurance Advisor Risk & Corporate Compliance Manager
Approved by:

Susie Young
Group Manager Corporate Services

Attachment/s
10 February 2024 Internal Assurance Dashboard
20 January 2024 Assurance Universe

30 FY22-23 and 2023-24 Internal Assurance Plan Status - February 2024 update
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February 2024 Internal Assurance Dashboard

Attachment 1

Summary Table outlining all Medium and High Audit Findings

Internal Assurance - Corrective Action Status Update - February 2024

Milestones on track to meet due date

Milestones falling behind putting at risk delivery on due date
Milestones outstanding due date will not be met

Corrective action fully implemented since last update

| Corrective action fully implemented in previous period

The below table provides a high level summary of current correct actions that are being actively managed by HBRC as a result of recommendations made from audit
and internal reviews. A detailed breakdown is provided on following pages. Closed actions and fully closed out audits in this reporting period can be found at the

back of this update.
Audit Performed Review Type Date Total Issues Issues Issues Comments
raised Closed | Open
Regional Assets Section 17a March 2020 N/A 0 3 Of the remaining three actions, two are ‘on track’ and one is “at risk’ .
Risk Management Maturity Internal Audit June 2020 1 10 1 One remaining action is "behind’.
HBRC Talent Management Report Intemnal Audit April 2021 2 Two remaining actions are "behind’.
Hawke's Bay Road Safety Review Section 17a March 2022 0 All actions completed.
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February 2024 Internal Assurance Dashboard

Attachment 1

Internal Assurance - Corrective Action Status Update — February 2024

Section 17a - Regional Assets Review ~ May 2020
Finding / Theme Priority | Action and Owner Due Date Milestone Achieved Milestone mdanm
Service delivery and high Master Improvements Register and Juy 2024 | Information system investment of 4m fully Continue to add spatially |+
processes/frameworks via an online asset register. integrated with the financial system. validated Infrastructure
onfine asset improvement Develop a structured work package {Continues) :sse_ts  Live One Councl
register. program 1o track the execution of fvironment.
ced acti Ongoing Business Process review within the
w NS SEAM (Strategic Enterprise Asset
Suefmﬁ.ne the prot.e.ss and reduce Management) OneCouncil {ICT and AM
duplication of financial processes. resources). Project Plan outlines
Improvement register requirement (onkine in
Sharepoint).
Project staff employed to transition and
quality assure existing infrastructure
assets/spatial records into One Council
environment. (Continues)
4904 Infrastructure Assets in Production Live
with spatial linking. These are significantly
critical assets at present. Work continues to
add to this total, including less critical
infrastructure assets
Review of the Works Group: High implementation of SEAM (Technology | JUl¥ 2024 | SEAM project process analysis of transaction | Complete OneCouncil 0
' . One OneCouncil) transparency within current S17 work management
Reduce duplication of financial ) configuration. process development to
processes. Integration of the maintenance improve current
Better integration of reporting to responses and job tracking. (Fulcrum) Current OneCouncil work management transaction management
HBRC, process development to improve transaction | within the Infra work
Efficient and improved risk management in the INFRA work system. system
appetite process.
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February 2024 Internal Assurance Dashboard

Attachment 1

Internal Assurance - Corrective Action Status Update - February 2024

Section 17a - Reglonal Assets Review — May 2020

Finding / Theme Priority | Action and Owner Due Date Milestone Achleved Milestone Tracking Status
Rating Since Last Report For Next Report
Review of the Framework and v Review and map processes., July 2024 | Ongoing review of capital programme post SEAM project business
Processes. Cyclone Gabrielle to reflect recovery analysis for Maintenance
Managed systems and processes requirements and fiscal priority in Recovery. processes progresses
ID Capex project and budgets. (Continues with significant review for LTP according to Project Plan.
and Infrastructure/Financial Strategy) (continues)
SEAM environment will allow OneCouncil No resolution of FUSE
processes linked to finance if identified FUSE | modified structure vs
changes are implemented (from process Nominal OneCouncil
analysis). These changes have been identified | structure (Workstream vs
but not resolved. Major Finance impact. | Asset Activity Level)
Internal Audit - Risk Management Maturity — June 2020
Finding / Theme Priority | Action and Owner Due Date Milestone Achleved Milestone Tracking Status
Rating Since Last Report For Next Report
Leadership and Direction - e Develop a comprehensive risk appetite | March On & December 2023 all workshops with GM Clo
Improve linkage of risk statement that defines tolerance levels | 2021 and SME’s for HBRC's Success and
informed decision making to for individual enterprise risks, Uncertainty statements were complete.
strategy. Improving clarity of T Providing explicit linkages for decisions.
boundaries for decision
making.
Business Performance — Strategic planning cycle to include a Re- On 6 December 2023 all workshops with GM | Focus on enhancing
Strategic risk management, review of enterprise risks to better link | baseline and SME’s for HBRC's Success and controls and
and integrate the risk register and LTP. | date from Uncertainty statements were complete. implementing metrics
Risk & Corporate Compliance September | Providing explicit linkages for decisions. identified in the
Manager & Strategy and Governance | 2021 — completed workshops.
Manager August Transfer identified key
2022 measures to performance
reporting.
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February 2024 Internal Assurance Dashboard

Attachment 1

Internal Assurance - Corrective Action Status Update — February 2024

Internal Audit ~ HBRC Talent Management Report - April 2021

section managers and individually with
Team Leaders.

P&C Manager

-

finding / Theme Priority | Action and Owner Due Date Milestone Achieved Milestone
Rating Since Last Report For Next Report

P&C Competency Framework Develop competency framework for Late 2021 | Draft delivered to ELT in September 2022 Framework has been
Council to inchude — communication roll out by developed. Focus is now
skills, people management skills, team | 2023 | on Technical Training
working skills, customer service skills, | complemented with soft
results-orientation, analytical skills, ‘ skills development as and
technical skills. Including Maori cultural when reguired. Due to
competencies. this work priority rating
P&C Manager | will change to low.

P&C Training Programmes | Produce centralised training May 2023 " Meetings with all 3 tier
programme and collate technical managers has been
training and providers via section booked to collate
managers. technical training needs
P&C Manager for each role. With the

roll out of this training
across teams the priority
rating will reduce to low.

PE&C Succession Planning d Carry out succession planning December | Due to resourcing issues, this objective will This piece of work has
workshop with Group Managers, 2021 not be commenced until 2024, been reprioritised due to

focus for the next 6
months on gathering
technical training
information. The team
are investigating a digital
solution for this work as
an alternative to doing
this manually.
Recruitment continues to
be a high priority for the
team which reduces their
capacity for developing or
implementing best
practice HR, However,
the team remain
passionate about
delivering on the original
recommendations from
the audit,
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Internal Assurance - Corrective Action Status Update —~ February 2024

Section 17a — Hawke'’s Bay Road Safety Review - March 2022

Review road safety strategy to Medium Transport strategy planner to draft December | Draft activity list for 24 — 27 NLTF period Action plan for 24 -27
provide strategic direction, work programme in collaboration with | 2023 completed and submitted to Waka Kotahi for | NLTF periodicly
including goals and objectives. TAG and SMEs for approval and approval. Final funding and associated completed and funding
adoption, and to be monitored semi- allocations known by March 2024, Full for 24-27 period
annually by TAG. strategy development ongoing with TA finalised (By March 24
- . partners at a slower pace. per NZTA timelines).
Develop roles, responsibilities Medium Ensure Road Safety Sub Committee June 2023 | RoadSafe Hawke's Bay TAG workstream well Action closed
and relationships in {TAG workstream) are aligned with the developed with agreed ToR. Regular meetings
consultation with HBRC, the RSS and successfully monitor report on scheduled and include RTC representation.
RTC, and the TAG. the delivery of the work programme by
respective authorities,
Road Safety Workstream
Further investigate how best to | Medium | yaRC to create resources in alignment | June 2023 | Resources continue to be developed with Action closed
establish and/or implement the with RSS and "Workstream" needs for Comms and RSHB TAG workstream, Website
proposed focused Road Safety regional collaborative approach. redeveloped to act as resource hub with
Group to ensure buy-in and Resources must align with regional significant amount of best practice content
ongoing engaged participation. risks, and individual authority needs, as available. Full rebrand completed with

well as being regionally branded.
Tronsport Team

relaunch on 18 October

_ Milestones falling behind putting at risk delivery on due date

i Milestones outstanding due date will not be met
ullyimplemented since last update
| Corrective action fully implemented in previous period

Item 11 Internal Assurance dashboards update

Page 39

Item 11

Attachment 1



February 2024 Internal Assurance Dashboard

Attachment 1

CLOSED ACTIONS

Internal Assurance - Corrective Action Status Update - February 2024

Internal Audit ~ Risk Management Maturity - June 2020

308

Finding / Theme Priority Action and Owner Due Date Milestone Achleved Milestone Tracking Status
Rating Since Last Report For Next Report
Business Performance - Medium (based | Develop a change management frameworkto | September | Roadmap and framework for change Closed as at August
Change and transformation. on internal ensure a portfolio view of risks related to 2021 management In place and being applied 2022 FARS
assesyment) significant change is manoged. to erganisation.

Morketing & Communications Manoger
People and Development - Not Stated Dévelop s competency framework to upskill October 2021 | Risk Champions commenced training in Completed Closed as at Feb 2022
Risk roles ad responsibiities staff on risk and embed the risk policy. November 2021. FARS
beyond the risk and sssurance Communicate and train BU on the risk policy
lead were not defined. With no and framework. Provide targeted training to
risk related training. specialist risk rofes e.g. risk champilons. ELT ond

Risk & Corporate Complionce Manoger
Risk, Governance, Policy and Not Stated Develop risk management policy and framework | September Council approved single Regional Council Closed as at Nov 2020
Accountabllities ~ to improve that includes roles and responsibilities, Risk & 2020 risk management policy and framework, FARS
risk and asurance challenge, Assurance Lead
With clearer risk escalation.
Leadership and Direction - Risk | Not Stated Incorporate into the risk policy and frameworka | September Council approved risk policy Includes a Closed as at Nov 2020
system continuous sk vision. Tallor the Coundl’s risk palicy and 2020 risk vision that aligns to the CES approved FARS
improvement. framework to align to the strategy, Develop a risk maturity roadmap and. the risk policy

risk maturity roadmap to execute the risk vision. and framework tailored based on HBRC's

Risk & Assurance Lead strategy.
Processes and Tools - For risk Not Stated Through a single risk management policy and September Council approved risk framework Includes Closad as at Nov 2020
assessment and mitigation. framework ensure that clear risk and control 2020 a criteria of risk and control (dentification FARS

Identification and assessment criterion exists. and assessment, With recommended

Risk and Assuronce Leod tools.
Processes and Tools - For Not Stated Develop a f | e fra k based July 2021 Developed o targeted approach to Closed as at Aug 2021
assurance, on the ‘three lines of defence model’. implement the framework, approved by FARS

F vk should ensure targets ELT and submitted to May FARS for

critical councl functions and sctivities applying a approval

risk-based approach. Internal Assurance Framework adopted at

Risk & Corporate Complionce Manager Councll May 2021
Business Performance - Not Stated Develop risk and performance monitoring of key | December All contracts now risk assessed at Closed as at Aug 2021
Managing Risk In Partnesships. third parties. Ensure contingency planning s 2020 Inception and on comgletion. FARS

ncluded. Procurement Lead Assessments inform future selection.
Business Performance - Low Develop a process to assess disruptive and Re-baseline | BCP tested and deemed fit for purpose Closed - new Closed as at Oct 2023
Business resfionce ensure oxtreme events (low probability high impact date from duting Cyclone Gabrielle resp Impr ts mayb RAC
continuity planning Is sufficient HILP events). December \dentified through post-
to cover HILP events. Risk & Corporate Compliance Manoger 2021~ cyclone organisational

December reviews
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Internal Assurance - Corrective Action Status Update - February 2024

Internal Audit ~ HBRC Talent Management Report - April 2021

Information from each group on current reward
system. P&C Manoger

#t Leaders’ Forum

Finding / Theme Priority | Action and Owner Due Date Milestone Achleved Milestone Tracking Status
Rating Since Last Report For Next Report

P&C Strategy High Develop council's PEC Strategy ~ which will describe October 2021 | People Plan approved by ELT Closed as at May 2022
how the PEC team will manage its people including its and presented to FARS - Feb FARS
approach to Talent management, recrutment, staff, and to the wider council in
and leader engagement etc, PE&C will work with ELT to March 2022,
ensure aligned to Strategic Plan. P&C Manager

PEC Objectives Medium | In conjunction with PAC Strategy- Performance October 2021 | Work plan as part of People PEC Leader to deliver Closed as at May 2022
Objectives to be developed as appendix to PEC Plan objectives to ELT (included n FARS
Strategy. P&C Manoger People Plan)

PEC Recrultment Process Medium Develop cultural values for intlusion in PEC Strategy. October 2021 | Delivered to ELT in February Closed as st May 2022
P&C Monager 2022 FARS

P&C Performance Management Medium | Review of PPDC policy and process to aild statf October 2021 | N/A Completed Closed as at Oct 2021
engagement. PEC Team to spot check PPOC completed FARS
PPOC forms. P&C Manager

Exit Interviews Low Non mandatory exit Interview letter to be createdand | July 2021 N/A Implemented ~ Completed Closed as at Oct 2021
sent to all exiting staff for optional Interview with FARS
Group Manager or PEC Person. P&C Manager

PEC Reward & Recognition Low Create centralised recognition programme, gather July 2022 Completed - results debvered Closed at ELT 26 Sept 2023
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February 2024 Internal Assurance Dashboard

Attachment 1

Internal Assurance - Corrective Action Status Update — February 2024

Section 17a - Hawke's Bay Road Safety Review - March 2022

Finding / Theme Priority | Action and Owner Due Date Milestone Achleved Milestone Tracking Status
Rating Since Last Report For Next Report

Review road safety strategy to provide Medium | 1ransport manager and Transport strategy planner | December | Transport strategy planner has now been Cloted Closed as at May
strategic direction, Including goals and (vacant roke) to reviow previous strategy 2023 recruited, g 2023 RAS
objectives. documents, and draft proposed regionally Prestous strotegy nts have been

collaborative strategy for review and approval and reviewed: regionally collsborative strategy

adoption of Technical Advisory Growp (TAG), has bean deafted. This hos now been

followed by periodic reviews. Transport Manager reviewed and adopted by the TAG.
Develop roles, responsibllities and Meadium | coabioh and Planner June 2023 Transport strategy planner has been Closed Closed as at May
retationships in consultation with HBRC. the ricseeke o ey recruited and has begun work on Road 2023 RAS
RTC, and the TAG, programme. Transport Monager Safety Strategy.
Further imvestigate how best to establish Medium | 146 10 ectablish Road Safety Sub Committes of June 2023 | Road Safety Sub Committee has been Closed Closed as at May
and/or implement the proposed focused Road “Tm‘omm‘,;”mm“ established and is now known as the Road 2023 RAS
Safety Group to ensure buy in and ongoing undertaken with a road safety focus. TAG Sofety Workstroam.

| participation.

Terms of Reference for Technical Advisory Medium | 146 10 review cutrent terms of reference, and November | Terms of Reference for the TAG workstream | ToR agreed. Action | Closed as at RAC
safety focus and link to Road Safety Strategy. collaborative strategy, review objectives, and have been submRted to coundil and identify

Waka Kotahi vision. Once approved by TAG, Terms gavemance of Road Safety u5.2 key activiy.

of Reference will be formaksed and will underpin

meeting structure.

Transport Strategy Planner & TAG

Roud safety promotion activity updates will be N b First meeting under this structure took place | Complete and Closed as at RAC

reported to the RTC in o collsborative function 2023 MM-M”“:V“‘WM":; ongoing [closed]. Oct2023

from the TAG, in alignment with the Road Safety fepothpiinion’s 0 POt

presented collaboratively,

Strategy (RSS), across all suthority's activities,
rather than only HBRC activities. Future state will
see this operate in alignment with RLTP as well as
RSS

Transport Strategy Planner & TAG
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Attachment 2

Success statements 2018-19 2019-20 2020-21 2021-22 2022-23 2023-24 2024-25
A We live our values of collaboration, accountability,
transparency. integrity and excellence
|B We understand the expectations and needs of the community
we serve and our plans meet community needs
|C We deliver on the commitments we make
) We keep our community safe
3 We uphold the principles of Te Tiriti o Waitangi in all that we do
UNCERTAINTIES
1 Effectiveness of Governance and Partnerships including with Audit NZ - Consultation
mana whenua, Councils and the crown Document for the Long-Term
Plan
2 Effectiveness of Policy and Regulation, with compliance by
those we regulate
3 Effectiveness of integrated catchment management S17a Biosecurity
4 Effectiveness of asset management Asset Management
Framework
5 Effectiveness of transport management $17a Road Safety Annual Waka Kotahi NZ, Annual Waka Kotahi NZ,
Financial & Activity Audit Financial & Activity Audit
{3 Culture, capability and capacity of people Talent Management
7 Capability and capacity of service providers and partners $17a Works Group
18 Effectiveness of technology Data Analytics Data Analytics Data Analytics Data Analytics Data Analytics Data Analytics
9 Health, safety, resilience and wellbeing of people Health and Safety Health, Safety & Wellbeing
Management Maturity HSWMS Document Review
10 Effectiveness of funding and financial management Audit NZ— External Financial |Audit NZ— External Financial |Audit NZ — External Financial |Audit NZ — External Financial |Audit NZ - External Financial |Ernest & Young — External Ernest & Young — External
Audit Audit Audit Audit Audit Financial Audit Financial Audit
11 Ability to implement change Organisational Change
Consolidation &
Prioritisation
12 Coordination and connectedness of activity and decision making Risk Management Maturity
across HBRC
13 Legislative and regulatory compliance by HBRC Privacy Policy Act
14 Impact of reform
15 Quality of external stakeholder relationships
16 Resilience from disruption to operations Covid-19 Debrief
17 Effectiveness of investment strategy
18 Effectiveness of communication, consultation and engagement Strategic Communications &
Engagement Framework
19 Our impact on the environment
20 Security, integrity and privacy of information Cyber Security Information Management
tZl Effectiveness of Cyclone Gabrielle recovery
22 Misc ISO 9001:2015 Revalidation |[iSO 9001:2015 Review 150 9001:2015 Review iSO 9001:2015 Revalidation |ISO 9001:2015 Review I1SO 9001:2015 Review ISC 9001:2015 Revalidation
NCC MOU
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FY22-23 and 2023-24 Internal Assurance Plan Status - February 2024 update

Attachment 3

Orpn!snl Change
Consolidation &
Prioritisation

Review against current
H&S Framework

H&S Framework

Assurance Plan FY2022-23 & 2023-24 Status Update

Crowe
Internal (HSW Team)

ECAAS

Internal Audit Annual Plan

September
2023
Sep 2022

November
2023

February 2023  3rd draft received stage

Reporting at February 2024 RAC
Completed Nov 2022- Outcome presented to ELT

Health, Safety & Wellbeing HSWMS Document Review

The review occurred on the 28-29 November 2023 with the review
report received in December 2023. The report is with the CE (as the
PCBU) and will be discussed at the Executive Leadership meeting on
the 19 February. An update will be provided to the RAC in May 2024,

In the report, the auditor used a traffic light system against the
requirements; green as met, yellow as partially met and red as not
met,

HBRC's HSWMS is based on the ACC WSMP Standard; it should be
expected that updates are needed to meet 1IS045001 requirements.
Not meeting requirements of a standard does not mean an
organisation is not meeting the intent of relevant legislation e.g. The
Health and Safety at Work Act 2015.

1SO45001 requirements are quite specific, It is not unusual for
auditors to expect to see the words from the standard literally
transposed into documentation. Some of our documents infer
requirements rather than state them explicitly,

Other areas of the HSWMS are operational but have not been
formally documented in a way that meets the requirements of the
standard.

The HSW Strategy and Workplan 2021-2024 are due for renew. Timing
is opportune to update the HSWMS as part of the HSW 2024-2027
strategy and workplan. Process updates are scheduled for 2024 which
allows for evidence of consistent implementation to be available by
November 2025, in time for the onsite Gap Analysis.
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Subject: Confirmation of 18 October 2023 Public Excluded Minutes

Hawke’s Bay Regional Council

Risk and Audit Committee

Thursday 15 February 2024

That the Risk and Audit Committee excludes the public from this section of the meeting being
Confirmation of Public Excluded Minutes Agenda Item 12 with the general subject of the item to be
considered while the public is excluded. The reasons for passing the resolution and the specific
grounds under Section 48 (1) of the Local Government Official Information and Meetings Act 1987
for the passing of this resolution are:

General subject of the item to
be considered

Risk Maturity Refresh

Incident Report

Internal assurance
dashboards

Authored by:

Leeanne Hooper

Reason for passing this resolution

s7(2)(j) That the public conduct of this agenda item would
be likely to result in the disclosure of information where
the withholding of the information is necessary to prevent
the disclosure or use of official information for improper
gain or improper advantage.

s7(2)(e) That the public conduct of this agenda item would
be likely to result in the disclosure of information where
the withholding of the information is necessary to avoid
prejudice to measures that prevent or mitigate loss to
members of the public.

s7(2)(j) That the public conduct of this agenda item would
be likely to result in the disclosure of information where
the withholding of the information is necessary to prevent
the disclosure or use of official information for improper
gain or improper advantage.

Team Leader Governance

Approved by:

Desiree Cull

Strategy and Governance Manager

Grounds under section 48(1) for the
passing of the resolution

Cyber security measures

HB CDEM Group operational
response

Cyber security measures
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