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HAWKEGS BAY REGI ONAL COUNCI L
CORPORATE AND STRATEGIC COMMITTEE
Wednesday 11 March 2020

Subject: CALL FOR MINOR ITEMS NOT ON THE AGENDA

Reason for Report

1. This item provides the means for committee members to raise minor matters they wish
to bring to the attention of the meeting.

2. Hawkebds Bay Re dgdandingarder 908 siates:i | s

2.1. PA meeting may discuss an item that is not on the agenda only if it is a minor
matter relating to the general business of the meeting and the Chairperson
explains at the beginning of the public part of the meeting that the item will be
discussed. However, the meeting may not make a resolution, decision or
recommendation about the item, except to refer it to a subsequent meeting for
further discussion.o

Recommendations

3. That the Corporate and Strategic Committee accepts the f o | | oMinormitgms fNot on
the Agendad for 1bi scussion as | tem
Topic Raised by
Leeanne Hooper James Palmer
GOVERNANCE LEAD CHIEF EXECUTIVE
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HAWKEGS BAY REGI ONAL COUNCI L
CORPORATE AND STRATEGIC COMMITTEE
Wednesday 11 March 2020

Subject: REPORT AND RECOMMENDATIONS FROM THE FINANCE AUDIT AND
RISK SUB-COMMITTEE

Reason for Report

1. The following matters were considered by the Finance Audit and Risk Sub-committee
(FARS) meeting on 12 February 2020 and subsequently at a workshop with staff and

the I nternal Audi tor , Crowe, and are now

alongside any additional commentary the Sub-committee Chair wishes to offer.
Confirmation of the Terms of Reference for the FARS
2. This item was taken as read and the Terms of Reference confirmed as proposed.
Confirmation of the Sub-committee Work Programme

3. This item provided the opportunity for the sub-committee to influence, in light of its
confirmed Terms of Reference, the work programme for the remainder of the 2019-22
triennium. Extensive discussions traversed internal and external audit, potential section
17a activity and Risk Management framework reviews, and internal processes and
controls to manage financial proposals for investment or funding requests. Following
discussions it was agreed that staff will create an Audit Action list, as a live document
that tracks progress against internal audit recommendations, and the Sub-committee
resolved:

3.1. Agrees that the work programme for the Sub-committee will be developed through
workshops ahead of confirming the schedule of work and budget allocations at the
13 May FARS meeting, and that in the meantime Internal Audits agreed in August
2019 will be scoped and/or carried out as planned.

3.2.  The internal audits agreed were:
3.2.1.  Water Management follow-up
3.2.2. Asset Management
3.23. Risk Management.

4. After further discussions at a workshop on 3 March 2020, the following actions were
proposed. The minutes from the workshop are included with this paper.

4.1. To confirm the asset management audit, which had been previously scheduled for
the 2019-20 audit programme, would be delayed. There is already a review
underway by Waugh Infrastructure so any audit would have more value later. It
was felt more useful to carry out a review on the Water Management follow-up
audit agreed in May 2019. This would be in the form of a recap and closure of the
audit recommendations and management actions in response with the intention to
a future audit once Three Waters legislation and regulation is in effect.

4.2. In addition to the inclusion of the Water Management follow-up, any other audit
actions could be included in this piece of work. This will ensure that any
outstanding actions are addressed. The scope for this review is attached for the
Committeebs consideration.

4.3. To seek confirmation from C&S to the Risk Management review scope (attached).
The scope of the risk management review will include how risks are identified from
across the business.

44. The2020-2021audit programme to include fASt
as wel |l as Council s grants process.
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5. Cyber security internal audit progress on management actions to be reported to FARS.

6. The audit review on eels management and gantry/lifting equipment processes to be
carried out but wil!l sit outside the schedul ed

Risk Assessment and Management

7. This item provided the Sub-committee with the six-monthly review of the risks that
Council is exposed to and the mitigation act i ons i n place to manage
profile.

8. Following discussions about CDEM staff training, initiatives to attract and retain suitably
qualified staff, | T f ai l ure, and the organisationds prep
virus, the Sub-committee resolution was:

8.1. Advises staff of the specific risks (following) that require reassessment to confirm
the level of risk is accurate and internal controls are adequate, for reporting back
to the 13 May 2020 Sub-committee meeting.

8.1.1. ORGO0O02: Ability to retain and attract appropriately skilled staff
8.1.2. CORPO0O01: ICT Failure - Business Wide.
Il ntroduction to Council déds Audi't NZ Auditor

9. The Sub-commi ttee was introduced t &are@daumgcwhd 6 s app
outl ined AudihowhdrZeigagemeatiwith Caunai will occur.

Treasury Report for Period to 31 December 2019

10. This agenda item provided an update on the compliance monitoring of treasury activity
and the performance of Council 6s denteckcbysi fi ed
PwC. Di scussions traversed the establishment
reporting framework including the review and updating of the Treasury Policy, SIPO
(reviewed annually), and design of the Treasury report, Portfolio returns and ethical
investments; with the Sub-committee resolution being:

10.1. That the Finance, Audit and Risk Sub-c o mmi t t ee r ecei vigeasurgnd not
Report for period to 31 December 20190 st af f report and that
amendments to the SIPO be provided to the 11 March 2020 Corporate and
Strategic Committee meeting for adoption

Business Continuance Plan

11. This agenda item provided the Sub-committee with the updated Business Continuance
Plan, completed in response to a series of recommendations from the 2018 independent
review undertaken by Kestrel Group. The item also provided an update on the ongoing
process staff are undertaking to address outstanding issues identified through the
review.

Cyber Security Internal Audit

12. The item provided the report on the Cyber Security internal audit undertaken by Crowe
Horwath, including descriptions of management actions that have been undertaken or
t hat ar e pl anned for t he future i n respon
recommendations. The resolution of the Sub-committee was:

12.1. That the Finance, Audit & Risk Sub-Committee Committee receives and notes the
ACyber Secur it gtaffIrepart end meguestsAhatdsiaff réport back to
the May FARS meeting on progress on management actions that have been
undertaken to respond to the issues identified and recommendations made in the
Crowe Horwath Cyber Security internal audit report.

Procurement Policy and Procurement Manual Update

13. This agenda item was not considered by the FARS, and deferred to the 13 May 2020
meeting.
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Financial Results for the Period to 31 December 2019

14. This agenda item was not considered by the FARS, and deferred to the 11 March 2020
meeting of the Corporate and Strategic Committee.

Decision Making Process

15. These items were specifically considered by the Finance, Audit and Risk Sub-committee
on 12 February 2020 and are now the subject of the following recommendations to the
Corporate and Strategic Committee.

Recommendations

The Finance, Audit and Risk Sub-committee recommends that the Corporate and Strategic
Committee:

1. Receivesand notesthei Report and Recommendations f
Finance, Audit and Risk Sub-c o mmi t t ee Meet i ngo

2. Agrees that the decisions to be made are not significant under the criteria contained in
Council 6s adopted Significance and Engag
exercise its discretion and make decisions on these items without conferring directly
with the community or persons likely to have an interest in them.

Confirmation of the Terms of Reference for the Finance, Audit and Risk Sub-
committee

3. Recommends that Hawkeds Bay Regional Cou
(attached) as proposed to and confirmed by the 12 February 2020 Finance, Audit and
Risk Sub-committee meeting.

Confirmation of the Sub-committee Work Programme

4. Agrees the proposed audit scopes (attached) for the 2019/20 Risk Management Review
and the Review of the Follow-up for Water Management and other previous internal
audits incorporating any agreed amendments, being:

4.1, ...
42. é
43. é

Noting that this would normally occur at Finance, Audit & Risk Sub-Committee meetings,
however, in order to progress this work within the Calendar year, it is requested that at
the Corporate and Strategic Committee meeting provide feedback and approval.

Risk Assessment and Management

5. Recommends that the Corporate and Strategic Committee receives and notes the
resolutions of the Sub-committee, including the specific risks that require reassessment;
being:

5.1. ORGO002: Ability to retain and attract appropriately skilled staff
5.2. CORPOO01: ICT Failure - Business Wide.
Reports Received

6. Notes that the following reports were provided to the Finance Audit and Risk Sub-
committee.

61. Il ntroduction to Council 6s Audi't NZ Au

6.2. Confirmation of the Sub-committee Work Programme (resolved: Agrees that the
work programme for the Sub-committee will be developed through workshops ahead of
confirming the schedule of work and budget allocations at the 13 May 2019 FARS
meeting, and that in the meantime Internal Audits agreed in August 2019 will be scoped
and/or carried out as planned.)
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6.3.

6.4.

6.5.

Treasury Report for Period to 31 December 2019 (resolved: receives and notes the
ATreasury Report for period t otha8réconDremdedmb e
amendments to the SIPO be provided to the 11 March 2020 Corporate and Strategic
Committee meeting for adoption.)

Business Continuity Plan (r e s ol ved: receives and acce
Plando staff repoan)t and associated pl

Cyber Security Internal Audit (resolved: r ecei ves and notes the
Audito staff report and requests that sta
progress on management actions that have been undertaken to respond to the issues
identified and recommendations made in the Crowe Horwath Cyber Security internal audit
report.).

Authored by:

Leeanne Hooper Joanne Lawrence
GOVERNANCE LEAD GROUP MANAGER OFFICE OF THE

CHIEF EXECUTIVE AND CHAIR

Approved by:

Jessica Ellerm James Palmer

GROUP MANAGER CORPORATE CHIEF EXECUTIVE

SERVICES

Attachment/s

g1l 3 March 2020 Finance, Audit and Risk Sub-Committee Workshop notes
g2  Scope of HBRC 2020 Risk Managment Review

€3  Scope of HBRC 2020 Follow Up Review

g4 Proposed Terms of Reference for the Finance, Audit & Risk Sub-committee
€5 HBRC Treasury Reporting December 2019
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3 March 2020 Finance, Audit and Risk Sub-Committee Workshop notes

Attachment 1

Y,
HAWKE S BAY

REGIONAL COUNCIL

NOTES OF THE FINANCE, AUDIT AND RISK SUB-COMMITTEE

(FARS) WORKSHOP
Date: Tuesday 3 March 2020
Time: 10.30am
Venue: CEs office

Hawke's Bay Regional Council
159 Dalton Street, NAPIER

Present: Councillor C Foss (Chair)
Councillor W Foley
R Dinwoodie
In Attendance: J Ellerm - Group Manager Corporate Services

J Lawrence — Group Manager Office of the CE & Chair
L Hooper — Governance Lead
M Solomon — Crowe Horwath

Meeting of the FARS Workshop 3 March 2020

Page 1
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Attachment 1

3 March 2020 Finance, Audit and Risk Sub-Committee Workshop notes
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1.  Welcome/Apologies

Neil Kirton absent

2. Internal Audit Work Programme
Discussion covered:

Shift of risk management from Finance to OCEC to be more ‘across the
organisation’ and embed into the culture. Education of all staff needed to enable
them to recognise risk and operate in the risk framework

Current status — data analytics report to May FARS; Asset Management review by
Waugh Infrastructure is under way and Group Manager, Chris Dolley has
suggested an internal audit on eels management and/or gantry/lifting equipment
rather than full review; Risk Management review in initial scoping phase with
assistance from part-time Finance resource & still trying to recruit specialist full
time role

FARS Want assurances around whether Council is able to deliver on outputs and
outcomes rather than just financial management

Audit provides independent assurance that processes are operating effectively,
examining sufficiency of 3 lines of defence 1 Controls, 2 Processes and Policies,
and 3 Audit

Governors need awareness of what's happening and to receive reporting on
mitigation to provide this assurance

Want to know how we approach identification of emerging, new risks. Rebecca
Dinwoodie advised that the scope for the Risk Management review should be
extended to include the identification of risks.

Section 17a reviews are specifically around cost effectiveness, not particularly
risk-based. The Section 17a work programme will be coming to FARS at the May
meeting.

Current contractual agreement and budget is based on four internal audits per
year

Audit action list from staff will track the status of audit recommendations and
management actions in response

A risk based internal audit approach will more explicitly link the risk register and
identified risks with the scope of the internal audit

Governors want to more consistently understand the assumptions used by staff
when they are developing and delivering projects/activities, including if there are
risks of work not getting done or any potential trade-offs

Follow-up actions agreed are:

Cyber Security internal audit progress on management actions to be reported to
FARS on Eels management and gantry/lifting equipment processes audit will be
carried out but will sit outside the ‘interal audit’ umbrella

Water Management intemal audit follow-up on management actions;, to provide
summary/overview of what's been done and status of management actions to
effectively ‘close’ the internal audit with intention to a future audit once Three
Waters legislation and regulation in effect

Seek confirmation from C&S to the Risk Management review scope and a review
of the audit action list from previous audits. The scope of the risk management
review will include how risks are identified from across the business

2020/2021 audit programme to include “Staff attraction/retention and welfare” as
well as Grants process

Leeanne to update 12 Feb minutes in accordance with Chair’s feedback, and re-
publish/distribute

Meeting of the FARS Workshop 3 March 2020 Page 2
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3 March 2020 Finance, Audit and Risk Sub-Committee Workshop notes Attachment 1

Closure:

The workshop closed at 00.00pm on 3 March 2020.

Signed as a true and correct record.

Item 4

CHAIRMAN: ... e

Attachment 1

Meeting of the FARS Workshop 3 March 2020

Page 3
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Scope of HBRC 2020 Risk Managment Review Attachment 2
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Risk Management Review — Internal Audit Scoping &
Document pre
Hawke’s Bay Regional Council
4 March 2020
Audit / Tax / Advisory Smart decisions. Lasting value.,
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Attachment 2

Scope of HBRC 2020 Risk Managment Review
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1.

Risk Management Review Hawke's Bay Regional Council 1

Introduction

The key governance responsibilities for local government authorities with respect to Risk Management have
been defined by LGNZ as follows':

Establish a ‘tone at the top’ that promotes a risk-aware culture;
Set the Council's risk approach;
Be informed as to the measures that management is taking in relation to signifi canl nsps

Ensure that the Council has appropriate processes for identifying, assessing and r.spondmgto risks in
accordance with the Council’s risk approach, and that those processes are ope{ahngaﬁ'ecﬁvety

Ensure that the Council's activities are effectively controlled so that managemanl's lﬁk responses and
policies are carried out as planned towards the achievement of the Counoil!s objechves

The nature of the Hawke's Bay Regional Council's activities and opetating emtbnmenl means it is exposed

¥ wal|

to wide-ranging and diverse levels of risk in the pursuit of its objedlves

Management of these risks should be seen as a critical area of reaponduuvlor the Council. Key benefits of
an effective risk management programme include: n B

Improved achievement of the Council's vision, goals and E!’ntegms with management having an
active, structured and commonly shared knowledga oﬂhe range and severity of the risks that have to
be managed. ;

Demonstrating to stakeholders (both nterqal and exbmal) that isk management is approached in a
robust manner by the Council and its management.

Identification of uncontrolled risk exposures and efficiency opportunities that can be promptly
actioned.

Providing transparency md coountabllity for the management of identified risks.

Acting as a catalyst for lmptovom in the Council’s practices.

Assisting management with setﬁng an appropriate risk management tone within the Council.
Providing a soliq.hgﬁ;'ﬁg@,which risk exposures can be monitored and managed going forward.

! Local Government Audit & Risk Management Report, LGNZ 2014, Page 3
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Scope of HBRC 2020 Risk Managment Review Attachment 2

Risk Management Review Hawke's Bay Regional Council 2

2. Objectives and Scope

The New Zealand Government has developed an All-of-Govemment (AoG) Enterprise Risk Maturity
Assessment Framework to enable agencies to assess their current level of risk maturity and identify ways
they can improve to reach a desired level of maturity.

The maturity assessment is grouped into four key attributes of effective risk management:

e Leadership & Direction
o™
*  People & Development ,,'{ AN
e Processes & Tools 7? = %
* Business Performance ® g ,_54
An overview of the Maturity Assessment Framework is provided below: P % N
' %

)

Enterprise
Risk Maturity
Assessment
Framework

AR

The ob/h%ﬁé of our review will be to assess the current maturity of the HBRC's risk management processes
against each of the criteria defined in the AoG Enterprise Risk Maturity Assessment Framework and to
identify, where required, improvements to enable the Council to reach its desired level of maturity.

Areas of focus will include the processes in place for identifying, documenting and escalating risks and the
linkages between the identification of risks, the reporting of risk information to Management and Council and
the development of risk mitigation and assurance activities,

ltem 4

Attachment 2
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Attachment 2

Scope of HBRC 2020 Risk Managment Review
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3 Risk Management Review Hawke's Bay Regional Council 3
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3. Approach
The approach undertaken will be to assess the maturity levels of the Council’s risk management activities by
reviewing the processes and documentation in place to address the following key questions:
Governance, Policy & Is there clear accountability and authority for managing risk at the
Accountabilities leadership level?
hi Culture, Innovation & Risk Does leadership promote a culture of risk |nfomtg4"d.5mn
::-)Ie'.:;:ﬂon p& Appetite making based on a dear understanding of MIQ M
unacceptable nsk? _3"'1_ .z;..
Continuous Improvement Does Ieadecsl'up drive improvements in rgt margyemant?
Roles & Responsibilities Do staff clearly understand their rphs aq rdsi)msibinus for
managing risk? : p e
Pe a Are risk management roles pnd Nsp ilities documented and
= Deop'e . communicated for all nsk.p'equntf'ﬁre consistently reflected in
D velopmen position descriptions. & P .
3 Resources, Skills & Training Is resourcing sufficient ai\;t a'r’? staff adequately trained and
A Risk Assessment & Mitigation
effnbhve processes in place for the identification,
ent and mitigation of risks?
Assurance e an effective assurance framework in place?

Processes &
Tools

‘»‘.,‘}*An:hswanco framework considers all types of assurance that

the CouncilfAudit & Risk Committee obtains over
significant/critical risks — e.g. external audit, internal audit,
internal or extemal H&S reviews, intemnal or external peer
reviews, IANZ, 1SO and other accreditations etc. that can provide
‘assurance’ that risks are appropriately managed/controlled and
whether the CounciVAudit & Risk Committee has oversight over
these activities,

Does risk monitoring and reporting support decision-making and
management action?

Is the level of detail of risk and control information sufficient to
allow for effective understanding, monitoring and decision making
for managing risks?

| strategic Risk Management

Is there effective anticipation and management of strategic risks?

Managing Risk in Partnerships

Are there effective arangements for managing risk with
partners?

In undertaking the review, we will assess the Council's current risk management maturity against its desired
level of maturity (to be determined during the review) using the AoG Enterprise Risk Maturity Matrix detailed
below to build a road map for the Council, when fully resourced, to achieve the desired state of maturity

ITEM 4 REPORT AND RECOMMENDATIONS FROM THE FINANCE AUDIT AND RISK SUB-COMMITTEE
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Scope of HBRC 2020 Risk Managment Review Attachment 2
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